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Predicate Logic ( 18132248 )

- — 1 1.2 First Order Logic —

Step 2. Ask the computer
to solve the formula.




Outline — This Lecture

« SMT

« Symbolic execution engine



A Quick Recap

void swap(bool& a, bool& b)
{
a ™ b;
b ~ a;
a ™ b;

a
b
a

Wwe wawnt to prove that the program
really swaps the value of a and b.

~N

/




A Quick Recap

void swap(bool& a, bool& b) (A1 < (AOA-B0) VvV (-A0 A BO))A
{ a=a" b; (Bl(—)BO)/\
b=b"a; = (A2 < ADA
a =a " b;
} (B2 ++ (A1 A —=B1)V (mA1 A B1))A
(A3 < (A2 N—-B2)V (~A2 N B2))A
( , B3 < B2) —
Prove it to be ( )
A B A B
atautology [ 43 PO A0S BY)
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A Quick Recap

void swap(bool& a, bool& b) (A1 < (AOA—-B0) Vv (mA0A BO))A
{ a=a" b; (Bl(—)BO)/\
b=b " a; - (A2 < ADA
a =a " b;
} (B2 <+ (A1 A =B1)V (mA1 A B1))A
(A3 ¢ (A2 A —~B2) V (=A2 A B2))A
. (

B3 <> B2)A

Prove it to be wunsatisfiable
—((A3 <+ BO) A (A0 < B3))

with SAT solver

U




Predicate Logic

void swap(int& a, int& b)
{
a =a " b;
b =b " a; l..”
a =a " b;
}
(

Prove Lt to be wnsat
with SMT solver

.

(3A0)(3A1)(342)(343)(3B0)(3B1)(3B2)(3B3)(
(A1 = zor(A0, BO)A
B1 = BOA
A2 = A1A
B2 = zor(Al, Bl)
B3 = B2
A3 = zor(A2, B2)
)A
—((A3 = B0) A (B3 = A0))
)



Predicate Logic

void swap(int& a, int& b)
{

a =a " b;
b =b " a; ‘
a =a " b;
}
f

we can generate predicate
logie WFF stmilarly

(VAO)(VAL)(VA2)(VA3)(VB0)(VB1)(VB2)(VB3)(
(A1 = zor(A0, BO)A
B1 = BOA
A2 = A1A
B2 = zor(Al, B1)
B3 = B2
A3 = zor(A2, B2)
) —

((A3 = BO) A (B3 = A0))



Symbolic Execution ( fFS#1T

void func(int a, int b) {
if(a > 9)
a = -b;
else
b = 2;
assert(a + b < 1);
}

-
what Uf there s “Uf” Ln the

conle?




Symbolic Execution

void func(int a, int b) {
if(a > 9)
a = -b;
else
b = 2;
assert(a + b < 1);
}

-
we can generate multiple WFFs for
different execution paths.
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Symbolic Execution Aoy D=Borr ngboLLc]
[ Poth True store

void func(int a, int b) { constraint 1f(a>@)
if(a > 9)
= -b;
Lo Tlfle next 000{6
b = 2;
assert(a + b < 1);
}

Symbolic execution uses the symbols to represent the value of variables.
It maintains 3 things to generate WFF.

- Symbolic store: the value (symbolic expression) for each variable

- Path constraints: the path condition

- Next code: the next instruction to be executed



Symbolic Execution

a=Asym: |:)=Bsym

a>o !
True
void func(int a, int b) { i if(a>0)
if(a > 9)
a = -b;
? a=As mJ b=Bs m
else Y J
b = 2; Asym>@

assert(a + b < 1);

}

a=-b




Symbolic Execution

void func(int a, int b) {

if(a > 0)

a = -b; a=Asym,v b=Bsym ]

else
b = 2; Asyn>0
assert(a + b < 1);

) a=-b
!

a=- Bsym,v |:)=Bsym

Asyn>@

assert(a+b<1);




Symbolic Execution

void func(int a, int b) {

if(a > 9)
a = -b;
else
b = 2;

assert(a + b < 1);

}

a=- Bsym,v |:)=Bsym

Asyn>@

assert(a+b<1);

l

(A>0)AN(B—B2>1)

[—I/(I:ISAT]




Symbolic Execution

void func(int a, int b) {

if(a > 9)
a = -b;
else
b = 2;

assert(a + b < 1);

}

a=- Bsym,v |:)=Bsym

Asyn>@

assert(a+b<1);

l

(A>0)AN(B—B2>1)

[—I/(I:ISAT]




Symbolic Execution

void func(int a, int b) {

if(a > 9)
a = -b;
else
b = 2;

assert(a + b < 1);

}

a=Asym: |:)=Bsym l
a<=0
True
if(a>0) i I

a=Asme I3=Bsym

|

a=Asym,v b=Bsym ]

Asyn>0 Asyn<=0
a=-b b=2

! !

a='Bsme |:)=Bsym a=Asym: b=2

Asym>@ Asym<=@

assert(a+b<1);

l

(A>0)AN(B—B2>1)

[—I/(I:ISAT]

assert(a+b<l);




Symbolic Execution

void func(int a, int b) {

if(a > 9)
a = -b;
else
b = 2;

assert(a + b < 1);

}

a=Asym: |:)=Bsym l
a<=0
True
if(a>0) i I

a=Asme I3=Bsym

|

a=Asym,v b=Bsym ]

Asyn>0 Asyn<=0
a=-b b=2

! !

a='Bsme |:)=Bsym a=Asym: b=2

Asym>@ Asym<=@

assert(a+b<1);

l

(A>0)A(B—-B>1) (A < 0) A A+2>1)

[_I/(I:ISAT] S A/j

assert(a+b<1);




Symbolic Execution

void func(int a, int b) {

if(a > 9)
a = -b;
else
b = 2;

assert(a + b < 1);

}

a=Asym: |:)=Bsym l
a<=0
True
if(a>0) i I

a=Asme I3=Bsym

|

a=Asym,v b=Bsym ]

Asyn>0 Agyn<=0
a=-b b=2

! !

a='Bsme |:)=Bsym a=Asym: b=2

Asym>@ Asym<=@

assert(a+b<1); assert(a+b<l);

l l

(A>0)A(B—=B>1) (A<O)A(A+2>1)

r@SAT] [cwwterexa qum




Example

void func(int a, int b) {
int x =1, y = 0;

if(a !'=0) {
y = 3 + X;
if(b == 0)

X =2%* (a+b);
}

assert(x -y !=0);




void func(int a, int b) {
int x =1, y = 0;

Example if(a 1= @) {

y =3 + X,
if(b == 0)
X =2%*(a+b);
A o={a ag,b— ap} T™=true }
2. int =1, =0
o J assert(x - y != 0);
ay, #0 o={a— ag,b— ap, x> 1,y 0} 7 =true | a, =0

3. if (a !'= 0)

A

c o={a— az,b—ap, x> 1L,y— 0} m=a,#0 D oc={a— azg,b—apz—1,y—0} T=a,=0
4. y = 3+x 8. assert(x-y != 0)
) 4
- c={a— a,. b= ap,x— ly— 4} T=a, #0 Y, -
®»=01g { " v 4) 70| a#0 [ 1-0=0Aa, =0 <= false ]
5. if (b == 0)
y
p o={a— ag,b—ap,r—1ly—4} T=a, #0ANa, =0 “ oc={a ag,b—rap,z—lLy—4} 7m=a,#0Aap #0
6. x = 2x(a+b) 8. assert(x-y != 0)

Y y

={ar— a,,! Y. T > 2(a, Yy ), 4 T=ao, F0Na,=0 .
q o {(1 Qg 0 — p, (v +m,) Y } T =, # xp, [1_420/\0(1#0/\0.’)#0(:)fa156 )

8. assert(x-y != 0)

/

[2(aa +ap) —4=0Na, #0Aap=0(if a, =2Aa, =0 ERROR)]




Lab2

MiniSEE: A symbolic execution engine for simple C program

funcl.c

int func(int a, int b) {

if(a > E) MiniSEE > ./minisee funcl.c
a = -b; lllllllll”

else -1 0
b = 2;

assert(a + b < 1);

}




Lab2

MiniSEE: A symbolic execution engine for simple C program

func2.c
int func(int a, int b) {
%nt X =1,y = 0; MiniSEE > ./minisee func2.c
if(a 1=0) { )
y = 3 + X; 2 0
if(b == 0)
X =2%* (a+b);

}

assert(x -y !I=0);




Lab2

You can even use MIniSEE to verify your ICS lab1 solutions

ics.cC

int bang(int x){

int rl, neg_x, r2, res; MiniSEE > ./minisee ics.c
ri=x > 31;

neg X = ~x + 1; 0

r2 = neg x >> 31;

res = (rl1 | r2);

assert((x == 0 & res == 1)
|| (x != 0 && res == 0));

return res;




Lab2

You can even use MIniSEE to verify your ICS lab1 solutions

ics.cC

int bang(int x){

int rl, neg x, r2, res; MiniSEE
ri=x > 31;
neg X = ~x + 1;
r2 = neg_x >> 31;

> ./minisee ics.c

verified

res = (rl1 | r2) + 1;
assert((x == 0 & res == 1)

|| (x != @ && res == 0));
return res;




All in One Example —

void func(int a, int b, int c){
= f (b);
if(a == b) {
int d = f (a);
if(a I=4d) { : —
assert (a == c); if(a == b)
return;
} [ a=f(8.,.), b=8.,,, c=C.,. | [ a-f(s.,.), b=8.,,, c=C., |
} I
assert (a I = C), -F(Bsym) sym -F(Bsym) * T Bsym
} int d = f(a); assert(a != c);
v v
a= -F(Bsym)) sym ) Cc= CSym ) d = -F(-F(Bsym)) _'(f(Bsym):Bsym)/\(f(Bsym):Csym)
al=d a ==4d
l -F(Bsym) == Bsym
l | if(a != d) l

a=-F(Bsym)J b=Bsym b) C=Csym , d = -F(-F(Bsym))

a=f(Bsym), b=Bsym s C=Csym ,» d = 'F('F(Bsym))

F(Bsyn) == Bgyu A F(Bgyn) != F(F(Byy)) F(Bsyn) == Bgyw A F(Bgyn) == F(F(Byyn))

assert(a == c); assert(a != c);

v

f(Bsy‘m,) = Bsynz A —‘(f(Bsym) = f(f(Bsynz))) A _‘(f(Bsym) —_ Csy'm,)

f(Bsym) = Bsym A (f(BsynL) — f(f(Bsym))) A (f(Bsy‘m) = CsynL)



Lazy SMT

void func(int a, int b, int c){
= f (b);
if(a == b) {
int d = f (a);
if(a I=4d) {
assert (a == c);
return;
}
}

assert (a != c);

f(Bsym) = Bsym/
(f(Bsym) = f(f(Bsym)))A

_'(f(Bsym) - Csym)

pl A —p2 A -p3

DPLL

pl=T p2=F,p3 =

f(Bsym) = Bsyma
f(Bsym) # f(f (Bsym)),

f(Bsym) 7é Csym



EUF

oy

f( sym) = Bsyma ‘ vl = Bsyrna vl 7é ’02, vl ?é CsyTna
Bsym Bsym 9
f( ) # f(f( )) vl = f(BsyTn)a V2 1= f(’l)].)

F(Baym) # Caym



EUF

vl = Bsymavl # v2,vl 75 Csyma
vl = f(Bsynl))v2 = f(’U].)

m) ) @



EUF

[vl = Byym|v1 # v2,v1 # Cyym,
vl := f(Bsym),v2 := f(vl)

D ee




EUF

vl = Bsyma vl 7é ’02, vl 7é Csyma
[ vl = Byym = f(vl) = f(Bsym)T’Ul = f(Bsym)a v2 = f(’l)l)




EUF

vl = Bsym,[vl +# v2]v1 # Cosym,
vl := f(Bsym),v2 := f(vl)

7
‘




Lazy SMT

void func(int a, int b, int c){
a =T (b);
if(a == b) {
int d = f (a);
if(a I=4d) {
assert (a == c);
return;
}
}

assert (a != c);

f(B-"'?/m) = Bsym/\

_‘(f(Bsym) = f(f(Bsym)))/\
_'(f(Bsym) = Csym)

DPLL
mll pl A\ —p2 A —p3 mmm——lp  p] =T,p2=F,p3=F

f(Bsym) = Bsyma
f(Bsym) # f(f(Bsym)),
f(Bsym) # Csym

EATS

e~

L



Lazy SMT

void func(int a, int b, int c){
a =T (b);
if(a == b) {
int d = f (a);
if(a I=4d) {
assert (a == c);
return;
}
}

assert (a != c);

f(B-"‘?/m) = Bsym/\

_‘(f(Bsym) = f(f(Bsym)))/\
ﬁ(f(B-‘iym) = Csym)

DPLL
mll- p1 A —p2 A —p3

=(pl A =p2 A —p3)

MNSAT]




Thanks & Questions



